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Disclaimer

July, 2015

Disclaimer: Synercon Technologies does not warrant the completeness and accuracy of the in-
formation produced by its software. While best efforts by industry experts have been made to
generate information from raw digital data, there may be untested variations, add-on packages,
errors or mistakes due to the large amount of data being processed. It is the sole responsibility
of the user of the Synercon Technologies systems and Software to determine the fitness of the
information provided by the Software for any particular application and for each individual
case. Synercon Technologies cannot warrant any loss of functionality due to the lack of reliable
network connection to the Synercon Server. The user is responsible for establishing a reliable
Internet connection for the Software to fully function. Synercon does not warrant that the
Equipment and/or Software will be compatible with each vehicle model. Electronic compo-
nents installed on the vehicles may be replacement parts and not programmed to match the
implementations of the Equipment, hence Synercon cannot warrant the existence or accuracy of
the data recorded on the vehicle or the existence of a fault-free environment. The information
provided by the Software is to be used only by vehicle manufacturer product experts, engineers,
professional accident investigators and traffic crash reconstruction specialists. The user should
agree that the use of the Software and Equipment requires an appropriate level of skill and
competence. Since Synercon cannot warrant that the Equipment will create an environment
that does not set new fault codes in the vehicle’s electronic control module(s) which may alter
the digital data contained therein, the User assumes all risks in using the Equipment for the
purposes of preserving a digital record. The user agrees to verify the Equipment is working
according to this manual before using it to support an investigation or reconstruction. Synercon
Technologies, LLC assumes no liability for incidental, consequential, special or punitive dam-
ages, including but not limited to lost profits and loss of data. The user agrees to indemnify and
hold harmless Synercon Technologies, LLC, any of its employees, owners, officers, and managers
from any legal action involving the use of the data produced or stored by the software.
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About this Document

This manual is intended to teach the operator the features and use of the Forensic Link
Adapter (FLA). This is manual is designed as a teaching tool, rather than a reference guide.
There are many acronyms and terminology used throughout this document; the reader is advised
to familiarize themselves with the Terminology section before reading. It is suggested that
operators examine this document entirely before using the FLA to help ensure that the most
data, and the most accurate data are retrieved.



Part 1

Introduction to Synercon Products
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Synercon Products

There are four main Synercon Technologies products. They will be referred to in the rest of
this manual, so readers are advised to familiarize themselves with these components to better
understand the rest of this manual.

The 4 Synercon products are
e The Forensic Link Adapter (FLA)
e The FLA Preview
e The FLA Portal

e The Smart Sensor Simulator (SSS)

All of these products work together to create an easy, secure system to extract data from
heavy vehicles. or an RP1210 interface to allow the operator to use OEM software.




1.1 The Forensic Link Adapter (FLA)

The FLA is the device used to extract data from Engine Control Modules (ECMs). The FLA
is designed to extract data from ECMs in a forensically secure way. The FLA uses the SAE
J1939 and SAE J1587 standard protocols to communicate with ECMs. The FLA can extract
data from ECMs by itself for select ECMs, meaning there is no need to carry a computer with
OEM software to obtain data. For ECMs that the FLA cannot directly support, the FLA can
be an RP1210-compliant diagnostic connector. This allows the operator to use OEM software
to collect data through the FLA.

FLA Features
e Forensically secure data collection
e Stand alone data collection for select ECMs

e Easy to read OLED screen

Simple and durable two button interface

Built in GPS antenna



1.2 The FLA Preview

The FLA Preview provides an expanded interface to the FLA while out in the field. The FLA
Preview is used to preview reports while in the field to confirm the operator has the data they
wish to obtain. The FLA Preview is a website hosted by each FLA. It is accessed by entering
the IP address of the FLA into a web browser. The FLA Preview can be accessed without an
Internet connection, though the computer on which the FLA Preview site is accessed must be
on the same Local Area Network as the FLA.

| Ceesesee ]
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Synercon R
JJechnologies  Forensic Link Adapter

Main Menu | View Local Data | Confiqure | User Manual | Download Drivers | Software Update | Support | Shutdown

Device MAC Address
d0:39:72:37:b9:17
At a glance

There is 1 pending data package on this FLA.

Synercon Technologies Forensic Link Adapter
Current Input Voltage: 11.6V
Serial Number: 1B2R90046
Software Version: 0.3beta
Patent Pending

FLA Preview Features
e Ability to preview data in field
e Ability to download event data from select ECMs

e Ability to view old data that has been uploaded



1.3 The FLA Portal

The FLA Portal is also referred to as Synercon’s Servers. It is located at the URL https:

//fla.synercontechnologies.com. Data collected from the FLA is uploaded to this site, and
operators are able to view full reports there.

hitps/ la gynescenbechnologies. com

T Y068
Synarcon Technologies r
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Device information:

It ween oy ag0

weltware: o1

Wed Jul 22 2015

15:02:02 -00:00
Esgies: CTI

FLA Portal Features

e View full reports with all available event data
e View the FLAs last known location

e Check subscription status


https://fla.synercontechnologies.com
https://fla.synercontechnologies.com

1.4 The Smart Sensor Simulator (SSS)

The SSS simulates sensors of a typical vehicle for ECMs. It is used when the FLA cannot
communicate with the vehicle due to damaged wiring. The SSS reduces the chance the ECM
will throw a fault compared to a standard calibration harness. SSSs are specific to a type of

ECM.

SSS Features

e Reduces chances of throwing new faults during download
e Provides reliable communications to ECMs

e Can be brought to the field to eliminate the need to remove ECMs from vehicles.
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Getting Started

Congratulations on purchasing the only heavy vehicle scan tool purpose-built for examining
vehicles in a forensic or investigative context. This section provides a guide to getting the FLA
System set up for the first time.

2.1 What is Included with the FLA

2.1.1 The Contents of the FLA Case

The FLA Case has everything operators need to collect data from heavy vehicles. The FLA
case has the following items:

v

6 PIN Adapter 9 PIN Vehicle Cable USB Cable Ethernet Cable USB Ethernet
Adapter

Cigarette Lighter Power Cable

Vehicle Connection

Wall Power
Adapter

Data Connection

Power Connection




2.1.2 The FLA Portal and FLA Preview

The subscription to the TruckCrypt software allows operators to access the FLA Portal and
FLA Preview. These will be discussed in more detail in sections 5 and 6.

2.2 Register as an Operator

The fla-admin should send you an email to invite you to be an operator for your FLA on the
FLA Portal. The fla-admin email is initiated by the Organization administrator inviting a new
operator. For more details, please see Chapter . It will be necessary to have a FLA Portal
account to view any data you collect with your FLA.

2.3 Operating the FLA

The FLA has a 4x20 character LCD screen, along with two buttons to allow the user to
interact with the device.

2.3.1 Interacting with the FLA

There are two general types of screens the FLA will display.

Prompt Screens

The prompt screens will have one or two
options on the last line, corresponding to

the button on that side of the FLA. Bk Adapter

RED Button Option GREEN Button Option
Working Screens

The working screens will not have an op-
tion on the last line, but usually a per-
centage bar. During these screens, the
FLA is performing the operation displayed.
NOTE, during these screens the RED
button can cancel the current task.

Forensic Link Adapter

2.4 Familiarize yourself with the FLA

After the operator has performed these steps, the FLA is ready for field use. To maximize
the validity and completeness of data collected, the operator is advised to continue reading this
manual. After the user is familiar with this, the best way to get comfortable with using the
FLA is to practice. This manual, and the other supporting documents will help guide operators
through the data collection and review process.
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Using the FLA

The FLA is a powerful data extraction device, with many features. This section will teach
the reader about the FLA, how to use it, and the features of the FLA.

3.1 Display Screen Menu System

Almost all of the features of the FLA can be accessed through the main menu. The only
two functions that are not available are the FLA Support Mode, and previewing data, which
are solely available on the FLA Preview. Once the FLA boots, the device will enter the main
menu, which contains the most used functions, such as running a scan, and uploading data.
The below figure describes the layout of the FLA menu system.

Title Screen
Update Software

DHCP Services
Update Time

Shutdown Screen
Upload Data
View Active Faults

GPS Screen

System Configuration

Change Timezone
MAC Address Screen

3.2 Menu Screen Descriptions

The menu system of the FLA is dynamic: it will only give the operator the option to perform
an action if the FLA detects the action is possible. For example, the FLA will not allow the
operator to initiate a vehicle scan if the FLA does not detect any network traffic.

10



3.2.1 Main Menu

Title Screen

This is the first screen the FLA will dis-
play when it finishes booting. This screen

provides the user with an overview of the
FLA’s state.

Shutdown Screen

This screen will allow the user to safely
shutdown the FLA.

Upload Data Screen

This screen allows the operator to upload
data on the FLA to the FLA Portal. If
the Upload option is not available, see the
troubleshooting section.

View Faults Screen

This screen allows the operator to view ac-
tive faults on the J1939 network.

GPS Screen

This screen displays the last available GPS
coordinates, and the FLA system time
when they were received.

11

FLA System Time IP Address Line

Forensic Link Adapter

Vehicle Data Status Vehicle Voltage

Forensic Link Adapter

Forensic Link Adapter

Forensic Link Adapter

Forensic Link Adapter




System Configuration

This screen allows the user to enter the sys-
tem configuration menu of the FLA.

3.2.2 System Configuration Menu

Update Software Screen

This screen allows the operator to update
the FLA software to the latest version. If
the update option is not available, see the
troubleshooting section.

DHCP Service Configuration Screen

This screen allows the operator to enable
or disable the DHCP services for the FLA.

Update FLA System Time Screen

This screen allows the operator to update
the FLA System time. If the Update op-
tion is not available, see the troubleshoot-
ing section.

Change FLA Timezone Screen

This screen allows the operator to change
the FLA system timezone.

12

Forensic Link Adapter

Forensic Link Adapter

Forensic Link Adapter

Forensic Link Adapter

Forensic Link Adapter




MAC Address Screen

This screen displays the MAC Address of
the FLA, as well as the IP Address.

Forensic Link Adapter

3.2.3 Menu Screen Dynamic Lines
Certain lines of menu screens are dynamic, and display the status of various components of
the FLA.
IP Address Line
The IP address Line can have the following states:

e [P: XXX.XXX.XXX.XXX A valid IP address. XXX can be any number between 0
and 255. An example would be 192.168.2.45

e IP: 10.0.0.1 The IP address when the FLA’s DHCP server is activated. See the DHCP
section for more information.

e Ethernet Unplugged The FLA cannot detect a live Internet connection. If this screen
persists for more than 60 seconds on a known good Ethernet port, refer to the trou-
bleshooting section.

e Finding IP Address The FLA detected a live Internet connection, and is searching for
an IP address. If this screen persists for more than 60 seconds on a known good Ethernet
port, refer to the troubleshooting section.

Vehicle Connection Line

The vehicle connection line displays the status of the vehicle busses. This line can have the
following states:

e No Vehicle Net / Check Ign. Key The FLA is not able to detect any traffic on
the vehicle networks. If this screen persists for more than 10 seconds, refer to the trou-
bleshooting section.

e CAN Bus only The FLA only detects traffic on the CAN bus.
e J1708/1587 only The FLA only detects traffic on the J1708/1587 bus.
e CAN and J1708 The FLA detects traffic on both the CAN and J1708 buses.

3.3 Working with the Forensic Link Adapter

This section will explain the basics of using the FLA. This section is is intended for users
with little experience operating the FLA.

13



3.3.1 Powering Up

The FLA will begin to boot whenever power is supplied to the device. This can be done in
one of three ways:

1. Using the vehicle connection cable to power the FLA using the battery of the vehicle
2. Using the wall adapter to power the FLA using a wall outlet

3. Using the 12v cigarette adapter to power the FLA, either from a vehicle battery or a
portable battery pack

The FLA can accept power from both the wall adapter or 12v cigarette adapter and the ve-
hicle connection cable at the same time. This is useful of an operator needs to perform several
downloads in the same area.

Once the FLA is finished booting, the de-
vice will display the title screen.

Forensic Link Adapter

When this screen appears, the device is ready to operate. If the device does not reach this
screen in 60 seconds, see the troubleshooting section of this manual.

Once an investigator has established permission to download the data from a vehicle, the
key needs to be turned to the on (not start) position for the FLA to communicate with the
Electronic Control Modules (ECMs).

The FLA can be plugged into the 9-pin diagnostic connector, which is usually located below
the dash on the left side or to the left of the driver’s seat. If the ECM was removed, then it
should be connected through a Smart Sensor Simulator that emulates a truck.

3.3.2 Shutting Down

Failure to shut down the FLA correctly can cause loss of data. To shutdown the FLA prop-
erly, follow these steps:

1

Scroll to the Shutdown screen, and select
”Shutdown.”

Forensic Link Adapter

14



2

Confirm the shutdown.

Forensic Link Adapter

3

Wait until the FLA indicates it is safe to
remove power.

Forensic Link Adapter

4

When the FLA displays this screen, it is

safe to remove power.
Forensic Link Adapter

3.3.3 Connect the FLA to the Internet

Connecting the FLA to the Internet allows the device to get updates, set the system time,
and upload data to the FLA Portal. To connect the FLA to the Internet, follow these steps:

1. Plug the FLA into a functional Ethernet port using the included Ethernet cable.

2. The FLA should display an IP address on the second line of the title screen, the screen
that is displayed right after the FLA finishes booting.

3. If the FLA displays “Ethernet Unplugged” or “Finding IP Address” for more than 60

seconds, consult the troubleshooting section.

3.3.4 Setting the Time

Once connected to the Internet, the Forensic Link Adapter can synchronize with universal
time using a dedicated time server. This step is only necessary if the time displayed on the title
screen is not the correct time. To correct the FLA time, follow these steps:

15



1

Scroll to the System Configuration screen
on the FLA, and select “Configure.”

Forensic Link Adapter

2

Scroll to the Update System Clock screen,
and select “Update.”

Forensic Link Adapter

3

Once the FLA retrieves the current time,
it will confirm the new time with the oper-
ator before setting the time. The FLA will
continue to update this time, so the user
does not need to immediately confirm the
time.

Forensic Link Adapter

3.3.5 Setting the Timezone

The timezone for the FLA can be set without an Internet connection. To set the system
timezone, follow these steps:

1

Scroll to the System Configuration screen
on the FLA, and select “Configure.”

Forensic Link Adapter

2

Scroll to the Change FLA Timezone screen,
and select ”Change.”

Forensic Link Adapter

16



3

Select ”Next” to view the next timezone,

and select ”Set” to set the timezone
Forensic Link Adapter

3.3.6 Updating the FLA

Updating the FLA provides the latest software, with the most features and highest chance of
getting the most data. It is good practice to perform an update before downloading a vehicle,
or before going out in the field to download. To perform an update, follow these steps:

1

Ensure the FLA is plugged into an Ether-

net jack, and has an IP address.
Forensic Link Adapter

2

Scroll to the System Configuration screen,
select ” Configure.”

Forensic Link Adapter

3

The FLA will now display the Update FLA .
Software screen. If the FLA does not ® rdste
have the Update option, consult the trou-
bleshooting section. Select ”Update.”

Forensic Link Adapter

17



4

Confirm the update.

Forensic Link Adapter

5

Wait for the FLA to perform the update.

This can take several minutes. =y
Forensic Link Adapter

5

When the FLA is finished updating, it will
need to shutdown and be rebooted for the
updates to be applied. Select “Shutdown.” Forensic Link Adapter

5

After the FLA has completed the shut-
down, unplug all sources of power, If the -

operator wishes to continue interacting
/

with the device, wait 10 seconds before
plugging in power.

3.3.7 Turning DHCP ON

Enabling DHCP allows the FLA to communicate with computers when an Internet connection
is not present. One example usage is to preview data in the field. Do not enable DHCP services
while the FLA is plugged into an active network, as this may create issues with the network.

18



Scroll to the system configuration screen.

Forensic Link Adapter

2

Scroll to the Change IP Settings screen,

and select “Enable.” -y
Forensic Link Adapter

3

Confirm the request.

Forensic Link Adapter

3.3.8 Turning DHCP OFF

Disabling DHCP allows the FLA to communicate with an active network. DHCP is disabled
when the FLA boots.

Scroll to the system configuration screen.

Forensic Link Adapter

2

Scroll to the Change IP Settings screen,
and select “Disable.”

Forensic Link Adapter

19



4

Setting Up the FLA

4.1 1In the Office Use

When the FLA is in use at the office, ensure that the DHCP server is off. If left on, this can
cause problems with the network the FLA is connected to.

When the FLA is being used with a foreign network, such as any network that is not your
home or work network, extra caution must be taken. The local site can be accessed by anyone
on the same network. It is not recommended to plug the FLA into an unknown network.

4.2 At Home Use

When the FLA is in use at a home, or another non-commercial site with an Internet connec-
tion, the DHCP server should be turned off. If left on, it can cause problems with the network
the FLA is connected to.

20



4.3 In Field Use

When the FLA is being used in the field, the DHCP service may be turned on. This ser-
vice allows the user to connect a computer directly to the FLA using the provided Ethernet
connection. For more information on enabling DHCP services, refer to section 3.3.7.

21



5

The FLA Preview

The FLA Preview is a website that each FLA hosts. This allows operators to interact with
the FLA in ways the front panel is not able to support, such as previewing reports.

5.1 Accessing the FLA Preview

Accessing the FLA Preview is done by entering the IP address of the FLA into a web browser.
Please see the requirements section for more information about supported web browsers. As
shown below, enter the IP Address exactly as it appears on the IP Address line.

'ﬁ Forensic Link Adapter x

€ 192.168.1.128 v

Forensic Link Adapter

This will load the FLA Preview main page, shown below.

22



I rorensicunk acapter

€ @10.42.0.66 v C Sear *Ba O & & & =

Synercon o
\t?echnologies Forensic Link Adapter

Main Menu | View Local Data | Configure | User Manual | Download Drivers | Software Update | Support | Shutdown

Device MAC Address
d0:39:72:37:09:f7
At a glance

There is 1 pending data package on this FLA.

Synercon Technologies Forensic Link Adapter
Current Input Voltage: 11.6V
Serial Number: 1B2R90046
Software Version: 0.3beta
Patent Pending

This page provides an overview of the current status of the device. The “At a glance section”
will display the number of pending data packages, that is the number of data packages that
have been downloaded to the FLA but not yet uploaded to the FLA Portal, and if there is a
download in progress.

5.2 Using the FLA Preview

The FLA Preview has many uses, including allowing operators to preview data in the field,
download the User Manuals, download RP1210 drivers, and many other useful tasks we will
cover in this section.

5.2.1 View Local Data

Under the View Local Data page, the operator is able to view data on the FLA. There are
two sections to local data, Pending Uploads, and Archived Data. Pending Uploads will show
any data packages that are ready to be uploaded to the FLA Portal.

23



% Forensic Link Adapter x

€ @ 10.4z.0060 MalE wH 9 4+ A S =

y Synercon .
) Jechnologies  Forensic Link Adapter

Main Menu | View Local Data | Configure | User Manual | Downlead Drivers | Software Update | Support | Shutdown

Pending Uploads

Data packages that have not yet been uploaded to the server.

FLA Vehicle Information Standards-Based Lolals
Time downloaded Make Model VIN J1387 Messages J1387 Faults 1939 Messages [1939 Faults Freeze Frames OFEM data
2015.07-28 14:34:06 In Progress
_ 2015-07-28 14:19:57 CTRPL C-15 1XPSdBEOx61 0532271 34 2 14 2 ] No Archive
WEERIEE 2015-07-27 15:53:57 CTRPL C-15 1XP5dBOx61D532271 33 2 12 2 o Yes Aschive

Archived Data

Data packages that have been uploaded to the server.
View Archived Files

Synercon Technologies Forensic Link Adapter
Current Input Voltage: 11.6%
Serial Number: 1BZRI0046
Software Version: 0.3beta
Patent Pending

This page will give an overview of each pending data package. The value in the OEM data
column will be YES if the FLA was able to recover OEM data for that download, and NO if the
FLA could not. The yellow Archive button will remove the data package from being uploaded,
and move it to the archived section. If an archive is unintentionally archived, the FLA will
have to be serviced to retrieve the data. For more information about servicing the FLA, see
the Service section.

When a download is in progress, the row for that entry will indicate the download is in
progress, and will not provide the “View Data” button. Once the user finishes the download,
the operator can refresh the page, and will see the “View Data” button. For more information
about when a download is finished, and how to perform a download, refer to the Field Guide.

Selecting the “View Data” will provide the user with a preview of the report. This preview
includes all of the standards-based information, the components found, and any identification
information, as well as any in-field non-standards-based previews. Non-standards-based infor-
mation is any data that is provided by OEM software, such as DDEC reports’ XTR files, and
CAT Snapshots. The operator will get a preview of this data here in accordance with the type
of ECM being analyzed. The full reports will be available through the FLA Portal when the
operator uploads the data. Typically, the following will be available:

Preview of DDEC ECMs

If non-standards-based data is collected
from a DDEC ECM, an XTR file will be
available for download. oyt e
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Proview of CAT ECMs Download Diagnostic_1.csv

If non-standards-based data is collected Download Diagn-::-stic 2.c SV|
from a CAT ECM, a CSV file will be avail- ' = '

able containing 5 frames around the trigger n ' . i .
for any quick stop records. Download Quick_Stop_1.csv|

The preview will also contain a SHA 256 Sums file for the operator to download. This file
contains the SHA 256 sums of all data files the FLA has created. The operator can download
this file, and confirm the data uploaded to the FLA Portal was the same data the FLA created.
For more information on SHA 256 sums, as well as recommended use, see the SHA 256 sums
of suggested practices.

The operator can also click on the “Archived Data” button on the View Local Data page to
view data packages that were archived. Data packages that are uploaded to the FLA Portal
are automatically archived. From here the user can access all of the same downloads and
information as when the data package was pending uploading. Meaning, once the data is
uploaded, the user can still download XTR, CSV, or SHA 256 Sum files, as well as any standards-
based data acquired. If the FLA has a large number of archived data packages, the archived
page may take several moments to load.

% Forensic Link Adapter x

€ & 10420460 MalE wH 9 4+ A S =

y Synercon .
) Jechnologies  Forensic Link Adapter

Main Menu | View Local Data | Configure | User Manual | Download Drivers | Software Update | Support | Shutdewn

Pending Uploads

Data packages that have not yet been uploaded to the server.

FLA Vehicle Information Standards-Based Lolals
Time downloaded Make Model VIN J1387 Messages J1387 Faults 1939 Messages [1939 Faults Freeze Frames OFEM data
2015.07-28 14:34:06 In Progress
_ 2015-07-28 14:19:57 CTRPL C-15 1XPSdBEOx61 0532271 34 2 14 2 ] No Archive
WEERIEE 2015-07-27 15:53:57 CTRPL C-15 1XP5dBOx61D532271 33 2 12 2 o Yes Aschive

Archived Data

Data packages that have been uploaded to the server.
View Archived Files

Synercon Technologies Forensic Link Adapter
Current Input Voltage: 11.6%
Serial Number: 1BZRI0046
Software Version: 0.3beta
Patent Pending
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6

Using the FLA Portal

The FLA Portal is where operators can view full reports of the data they collected in the
field. Administrators will also use the FLA Portal to manage FLAs, and users.

6.1 Accessing the FLA Portal

The FLA Portal is accessed by navigating to https://fla.synercontechnologies.com/| in a sup-
ported web browser. For a list of supported web browsers, refer to section I3.

The FLA Portal will require the operator to login, using the username and password used
when the operator created the account. Note that BOTH username and password are case-
sensitive.

[=[=] =
| Forensic Link Adapter portal * .‘-.\ +
& fla.synercontechnologies.com C | | B~ Google R ﬁ' E 4+ e = |
Login Details
Username*
5 3
Password®
[ ]
Login
Lost your login details? Reset your password
© SynerconTechnologies 2014
—

Once logged in, the operator will be able to view data acquired from the assigned FLA.
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6.2 Using the FLA Portal

For operators, the main use of the FLA Portal is to view full reports. Administrators should
refer to the Administrative Guide for further information about administrating on the FLA
Portal.

Once an operator uploaded a data package to the FLA Portal, the data will be available for
viewing by everyone in the group. A logged-in operator will be able to view all data packages
uploaded to the server.

# - € B hitps/Masynerconbechnologles.com, a YCO0GHS

Synercon Technologies rs
I Gave Do s o

Z Most recent data packages - Device infoemation

It ween oy ag0 surscripton:
[ ST OPSisca DT, Hawt

Thy Jul 30 2015 181
Engiea: Norss VN 1

GPS et 3 1.
GPS lon:

Wed Jul 22 2015 15:02:0

&

1 View Archived

SynareonTechniogi

Selecting one of these reports will open the full report.
& o oot " . ep 0OGHE=

Forensic Link Adapter Report

SynerconTestTeam

[ ¢]

ZRB004E (Gaving Lnd) = Wed Jul 01 2015 185405 0000 UsiConirel_+ [T
Last { ]

Repart Notes 10 e B Prscle ary temes
Vehicle Information Time Records
Engine 1 fram J1309 FLA e Woas Uses Indicaten They Have

. Parmisaion

FLA Time Wi Downioad Complete
Engine #1 from J138T
[
Mol

Duration of Downlosd
Tima the FLA System Tiee mas last sst

ECM intemal Cisck Time

LA, Time Wi ECM Closh Was Road

Time Difteresn (FLA misus ECM)
Servve Time when Data Packags wan Uploaded

GPS Sa1 Time at Laxt G5 Lock

FLA Sysism Time at Last GFS Lock

GPS Data -

The FLA full report has many sections, including those listed in the next sections.
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6.2.1 Vehicle Information

This section contains any components that responded to a component Identification request.
The VIN, Vehicle Odometer, and Engine Hours will also be displayed under Engine #1 for the
appropriate network. This section also contains the time records from the download, including
vehicle time if available, and time of the last GPS Lock.

Vehicle Information

Engine #1 from J1939
VIN

Engine #1 from J1587
Make

Model

Serial Number

Vehicle Odometer
Engine Hours

VIN

Vehicle OEM Data
Vehicle ID

Engine serial number
Quick Stop Rate

215

CTRPL

C-15

NZ188

641480.4 miles
17850.00
1XP5dB9x61D532271

1XP5dB9x61D532271
6NZ18866
7.00

Time Records

FLA Time When User Indicates They Have
Permission
FLA Time When Download Complete

Duration of Download
Time the FLA System Time was last set

ECM Internal Clock Time

FLA Time When ECM Clock Was Read

Time Difference (FLA minus ECM)
Server Time when Data Package was Uploaded

GPS Sat Time at Last GPS Lock

FLA System Time at Last GPS Lock

Mon Jul 27 2015 20:46:38
-00:00

Mon Jul 27 2015 20:48:41
-00:00

00:02:02 (122 seconds)

Thu Jul 02 2015 19:20:43
-00:00

Mon Jul 27 2015 15:48:15
-00:00

Mon Jul 27 2015 20:47:24
-00:00

04:59:09 (17949 seconds)

Tue Jun 30 2015 21:51:17
-00:00

Sun Jul 05 2015 23:19:32
-00:00

Sun Jul 05 2015 23:19:37

-00:00

6.2.2 Data sections

Data sections, such as Historical Data, Event Data, etc., are sections that contain either
standards-based data, or non-standards-based data. These sections contain all of the data the
FLA has decoded. Due to the wide variety of ECMs, and ECM configurations, these sections
may contain different data depending on the ECM being analyzed.

6.2.3 Nomenclature

This section contains a brief overview of the nomenclature used in the report.

6.2.4 Network Logs

This section contains the logs of all of the FLA’s interactions with the ECMs. These logs are
provided as a means to audit the messages being sent. If the RP1210 passthrough is engaged,
separate logs for any passthrough transactions will be available.

Network Logs

Network logs are the raw data that existed on the vehicle network during the time of the inspection. The Timestamp refers to the first occurrence of the message. Any duplicate
message is recorded by incrementing the count column. Network data is in hex.

J1939 Network Log Mon Jul 27 2015 20:46:38 -00:00 duration: 00:00:27 (27 seconds) View Network Log | Download Network Log as CSV

J1587 Network Log Mon Jul 27 2015 20:46:38 -00:00 duration: 00:00:45 (45 seconds) View Network Log | Download Network Log as CSV

6.2.5 Version Information

This section provides the software versions that were used when the report was generated.
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Version Information

FLA System  3.58cross
FLA Upstart 0.92-1
FLA Network Driver  0.91-1
FLA Software b83246c
FLA Passthrough 0.7-1
FLA Local Website  70531af
FLA Portal Revision 0.5.beta

6.2.6 SHA 256 Sums

This section provides the SHA 256 sums for all of the data files the FLA generated when the
download was performed. These sums are encrypted and sent to the FLA Portal for verification.
The FLA Portal will generate its own SHA 256 sums of the data files uploaded by the FLA.
The FLA Portal will then compare the two, and verify the integrity of the upload.

SHA 256 Sums

FaultData.json a8033949607hTbbcaas0b6b0b08da225fceT2fccebofe85d7485228727621d72  Verffied
versions.json 51654adbB832=077976196085=3da=c2f351200=330b12ad882bf60dc=h957b10  Verified
standards_snapshot.txt 02668512a00fd291838bdddisb549aa2dbleb546a3ch407523=3883117db54=7  Verffied
GPSData json daadb81b55c07df 9491cc53015566fb20775ba3bfcbd 621£841d57be089c2d0d  Verified
J1839Data json 2fb6cf=dad9f6d58d08693=b36fcd0b2lb=3c8EddbdT0bbb=0b15d00222dcfTa  Verffied
metaData.json =441716230=cd3c19£645063279dlbebad72ab6c25abatl7435bd fadsfhi3163  Verfied
J1587Data json ac5da7836b05b8afd3add2lbdle203dedef=997=21655==2=2cfa81568247938 Verffied
standards_data json 179649386a277732£0fc=9a962d1333a63f9caddd=347a38bd=218c31cT3£01bL  Verified
passthrough_log_4.txt 327c082326911befTaaa8f80f5abe6cT0ab8bb2d5h782chflfl8cadaalecalf  Verified
passthrough_log_0.txt Od8feléeTdelafc8Tlabelic=f5c2b02aa29a08166b9b19a2c=0=fa50b293105 Verified
passthrough_leg_3.txt =3b0c44298fcleld9afbfdcB996fh02427a=41246490934cad95991b7852b855  Verffied
passthrough_log_2.txt 3207af08c9a350292787=7accedb7=db?6251867122bcab51c6E0130ebefbece  Verified
passthrough_log_1.txt =3b0c44298fclcld9afbidcE996fh92427a=41=4649b934cad95991b7852b855  Verffied

SHA 256 Sums
FaultData.json
versions.json
standards_snapshot.txt
GPSData.json

J18389Data.json

metaData.json

J1587Data.json

standards_data.json

If there is a SHA 256 mismatch, this may suggest the data has been tampered with.

Server b790aZbe5lbef0=1342867b44d11136404=140a51a4b9115beb69f=859738c46
FLA a8033949607b7bbcaa=0beb0b08da22bfceT2fccchef=85dT4852287<T6=1d72
51654ad4b832=077976196085=3cda=c2f351200=330b12adB82bf604ceh957b10
0=668512a00fd291838bddd8eb54%aaZdbhle5546a3ch40752323883117db54=7
4aadbi1b55c07df9491ceb3015566fh20775ba3bfefd621f841d5Tba08922d0d
Server fO0cDE58837c669973189b936bl%af7fb9dfc3bboedafb0d5f=accebbhbbaclfcsd
FLA 2fb6cfedaB9f6d58d08693eb36fcdib2lbe3c88ddbdT0bbbe0b15d00222dcfTa
=441716230=d43c19£645063279dlbobhad7Zabbo25abatlT7435b4fad8fh73163
Server 606645ddad=4974bcl74b486986292c2554d83bbB==a0443fdacd06dfd205a39
FLA ac5daT836b05bEafd3add21bdle203dedefe997e=16552=22cfaBl1568247938

179649386a277732f0fc=9a962d1333a63f%caddd=347a38bde218c31c73£01b

29

SHA 256
MISMATCH
Verified
Verified
Verified
SHA 256
MISMATCH
Verified
SHA 256
MISMATCH

Verified



6.2.7 Access Information

This section provides an audit of who is currently accessing the report, and the device’s IP
address.

Access Details

The user logged in as Gavin Bauer (gavin-bauer@utulsa.edu) requested this report on Mon Aug 31 2015 23:49:27 -00:00 from a device with an IP address of 129.244.244.213
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7

Before Going Out in The Field

Before performing a download in the field, please perform the following steps in order to
ensure the Forensic Link Adapter (FLA) is operating with accurate information. Please note
that this will require a live Ethernet port and a way to power the FLA. The FLA case has an
Ethernet cable, as well as a wall power unit and a car cigarette lighter adapter to power the
FLA.

7.1 Perform an Update

Performing an update ensures the FLA has the latest software. To update the FLA, first
plug the device in and plug in the Ethernet cable into a working Ethernet jack. If you have any
questions about a working Ethernet jack, please contact your department IT services.

Once the device boots, scroll to the System

Configuration screen.
Forensic Link Adapter

2

Enter the configuration sub-menu. This
will take you to the Update Software
screen. Forensic Link Adapter

Fdate

From this screen, select update. A confirmation screen will appear to prevent accidental up-
dates.
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After the update completes, the FLA will require a shutdown. Select ”Shutdown” to shut
the device down before unplugging it. After the device indicates it is safe to do so, unplug the
power supply. After waiting 10 seconds, plug the device in to continue.

If time displayed on the FLA is not correct, the time can be updated through the configuration
menu. As with the update, an Internet connection is required. The timezone of the FLA can
also be changed in the system configuration menu. For more information about setting the
time and timezone, refer to Section 3.3.5.

7.2 Download Appropriate Drivers

The FLA can act as an RP1210 device for using OEM software. This only required if the
ECM being downloaded is not supported. For a list of supported modules, refer to the FLA
User Manual. The drivers for the RP1210 feature of the FLA can be found either at Dearborn
Group’s website http://www.dgtech.com/product/dpa/software/DPA4P_136.zip Or on the
FLA Preview site.

The FLA Preview site is a website that is generated by the FLA. To access it, first ensure it
is powered on, and has an IP address. This can be confirmed by the title screen shown below.

Forensic Link Adapter

On a computer connected to the same network, type the IP address into a web browser. The
following page should appear.
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http://www.dgtech.com/product/dpa/software/DPA4P_136.zip

€ @10.42.0.66 v search wBe U 3+ A& O

\\Synercon R
\t?echnologies Forensic Link Adapter

Main Menu | View Local Data | Configure | User Manual | Download Drivers | Software Update | Support | Shutdown

Device MAC Address
d0:39:72:37:b9:7
At a glance

There is 1 pending data package on this FLA.

Synercon Technologies Forensic Link Adapter
Current Input Voltage: 11.6V
Serial Number: 1B2R90046
Software Version: 0.3beta
Patent Pending

From this page, select Download Drivers, and then the Download button. The Download
Drivers page also has testing instructions to verify RP1210 is working correctly. This site can be
accessed without an Internet connection, as the website is generated by the FLA. For connecting
to the site in the field, see section 4.3.

7.3 Manufacturer Software

If the ECM being downloaded is not supported by the FLA, please ensure a computer has
a working copy of the OEM software, and also the RP1210 drivers discussed in the previous
section.

34



8

Downloading ECMs With the FLA

Downloading ECMs will require the FLA, the vehicle to download or the ECMs and a Smart
Sensor Simulator, and permission to perform the download.
These are the general steps to perform a download. Some screens may be different depending
on the type of ECM being downloaded.

Start at the Title Page and select scan to
begin the scan. If the scan option is not
present, refer to the troubleshooting sec-
tion.

Forensic Link Adapter

2

The device will ask if the operator has
sufficient permission to perform the scan
and collect data from the vehicle. When
the operator continues, this action is time- Forensic Link Adapter
stamped and rendered with the reports. ;

3

The FLA will first listen to the networks
and build a list of all of the components on
each network. Forensic Link Adapter
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4

The FLA will then begin the standards-
based scan, collecting information such as
ECM Component Identification, Mileage,
etc.

5

The FLA will display the Component Id of
the engine, as well as the first 15 characters
of the VIN. The full VIN will be in the re-
port. Selecting Continue will continue the
scan, Back will cancel the scan.

7

The FLA will attempt to detect a sup-
ported ECM to extract proprietary data.

8.a

If the ECM is supported, this screen will
ask if the user wishes to collect non-
standards based data. See Section X to
extract non-standards data with the FLA.

8.b

If the ECM is not supported, please see
chapter 8 to extract data with OEM soft-
ware.
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8.1 Supported ECMs

The FLA can extract more data from supported ECMs, such as event data and other non-
standards based data. For a list of supported ECMs, refer to the FLA User Manual. Continuing
from screen 8.a from the previous section, select ’Get Data’ to continue the non-standards based
data extraction. During the extraction, the FLA will display the current status of the extraction.
The extraction make take some time, so please wait for the FLA to indicate it is finished. Once
completed, the FLA will ask the user if they wish to enable RP1210 mode, or continue to the
upload screen. If desired, the FLA can also enable RP1210 mode after performing an extraction.
See section 3.2.1 for more details on uploading data.

The FLA can obtain additional information from the following ECMs
e CAT

— ADEM 3
— ADEM 4

e DDEC

— DDEC IV
— DDEC V
— Some DDEC VI
— Some VCU/PLD
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9

Downloading ECMs with OEM Software

If the FLA is not able to extract data from the ECM, the user can enable RP1210 mode
and use the FLA as a passthrough device with the appropriate OEM software. There are
two protocols used to communicate over a heavy truck: 1) CAN/J1939, and 2) J1708. These
modes are needed to make use of the DG RP1210 embedded device used to communicate with
Manufacturer’s software.

9.1 Downloading Cummins ECMs

9.1.1 PowerSpec Download Protocol

1. Turn the ignition key to the on position (if it is not already on), but do not start the
engine.

2. Plug in the FLA to the diagnostic connector. Ensure it powers on and boots.
3. Perform a Standards based download using FLLA Diagnostics.
4. Enable J1939 Passthrough mode

5. Launch DG Adapter Validation Tool (AVT).

(a) Select the appropriate installed device driver.

(b) Switch the protocol to J1939 in the adapter validation tool.

(c) Click Run Test.

(d) If the Adapter Validation Tool passes the test, then two windows will turn green.

This means the ECM and the computer are connected through the RP1210 De-
vice. If a test fails, review the suggestions output by the Adapter Validation Tool
and try again. It may require shutting down the FLA, unplugging the USB, and
disconnecting the FLA from power. Similarly, the PC may need to be rebooted.

6. Open Cummins PowerSpec.
7. Click on Advanced — Settings and set the Adapter to the DPA4+

8. Click on Connect.
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9.

10.

11.

12.

13.

Click Read Data

If available:

a
b

—~

Press the Fault Codes button and Save the report as a PDF file.
Press the Trip Information button and Save the report as a PDF file.

—

c) Press the Feature Settings button and Save the report as a PDF file.

)
)
)
d) Press the Sudden Decel button and Save the report as a PDF file.
)
)
)

o~

Press the Dataplate button and Save the report as a PDF file.
Press the Duty Cycle button and Save the report as a PDF file.
Press the After Treatment button and Save the report as a PDF file.

(&

—_—

f
g

—~

Exit Passthrough mode by pressing a the Update (red) button on the FLA. If an In-
ternet Connection is available, then the data can be uploaded and archived. Otherwise,
shutdown.

Establish Internet connection with the FLA. An IP address other than 10.0.0.1 should
show up on the FLA display.

Scroll to the Upload to Server option on the FLA and upload the data to the server.

9.2 Downloading Detroit Diesel ECMs

9.2.1 DDEC Reports Download Protocol

1.

Turn the ignition key to the on position (if it is not already on), but do not start the
engine.

Plug in the FLA to the diagnostic connector. Record the time shown on the FLA.
Perform a Network Scan using the Forensic Link Adapter.

Enable the RP1210 network Passthrough mode.

(a) Use J1708 Passthrough mode for DDEC IV, DDEC V, and Pre-2008 Mercedes En-

gines.

(b) Use J1939/CAN Passthrough mode (selected from menu screen on FLA) for all newer
DDEC 10 and DDEC 13.

. Open DDEC Reports by clicking on the icon on your computer.

The Connection Manager may start automatically.

Ensure the Reset Time and Reset Trip options are not checked. Take a screen shot of
these features unchecked.

Press Extract Data.

Once the data is extracted, Select File — Print and print all the data (should be over 30
pages). Print to a PDF file
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10.

11.

12.

13.

Close DDEC Reports.

Navigate to the DDEC Reports directory to find the recently made .XTR file. (Default
installation is C:\Detroit Diesel\DDEC Reports\Diagnostic\DATA PAGES\ Copy the
XTR file into your case file directory.

Exit Passthrough mode by pressing Exit\Upload on the FLA. Exiting this mode will
compress log files and takes some time.

Establish Internet connection with the FLA. An IP address other than 10.0.0.1 should
show up on the FLA display.

14. Scroll to the Upload to Server option on the FLA and upload the data to the server.

9.2.2 Diagnostic Link Download Protocol

This protocol is to support data from DDEC III, DDEC IV, and DDEC V control modules.
These modules primarily communicate over the J1708/J1587 network. This protocol was writ-
ten for verison 6.50. Other versions may have a different method.

Setup

Before proceeding, please be sure to not automatically reset the time.

1.

Open Diagnostic Link.
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i LIediEFUrn OIruupy Fruucls

. Detroit Diesel
#s Communication Manager
R] DDEC Reports
.| Diagnostic Link Readme
% Diagnostic Link
'ﬁ' Trouble shooting help
i3 Uninstall DDEC Reports 8.05
@ Win Monitor Tool

. MhagnosticLink 8

W Dropbox

.. Games

a Git
 GitHub, Inc
L. GnuWin32

\ Google Chrome

L Back

| Search programs and files

2. Select Options and deselect Allow automatic setting of date/time
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Dptions - . u

Communications Manager | Interface | Fleet Info. | PC Units | Application Details | i

—Window Pop-up Preference
* Never - User must explicithy select Communications Manager

" On Ermor - Intermupt user and show dialog f an extraction emor occumed

™ On Bstraction - Intemupt user and show dialog whenever a vehicle connects
™ Always Visible - Window is always visible on the desltop

— Bxtraction Preference
[T Alow automatic setting of date/time

| ¥ Allow automatic download of corfiguration data

— Minimum Trip Time

Do not extract if trip is shorter than ID IHuurs ;I

ok | Cancel | Help

3. Set the Local Communications Interface to the DG DPA4 Plus.

4. Restart DDDL 6

Download

1. After obtaining data with the Forensic Link Adapter, connect to the ECM with the
RP1210 mode in J1708 and connect the USB cable to your computer.

2. Be sure the the ignition key is still in the the on position, but do not start the engine.

3. A popup Welcome Screen should appear. Press the Retrieve the calibration from the
ECM button.
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Welcome to Detroit Diesel Diagnostic Link

MWhat would wou like to do?

Open an existing calibration file

T
Fetriense the calibration fram the ECR

S

Look atthe instrumentation values

Look at active and inactive faults

Start recording a snapshot

Start DDEC Repons

To avoid personal injury, the operator
of a vehicle must not use or read this
diagnostic tool while the vehicle is in
opetration.

¢ Doing so may result in loss of vehicle
contral, which may cause vehicle
darnage and may result in personal
injury.

o This diagnostic tool must be used by
personnel ather than the vehicle
operator.

s The vehicle aperatar must maintain
control of the vehicle while an
assistant perfarms the diagnostic
evaluations.

‘ Quit

Observe all safety precautions
in operator and service manuals.

4. Download the Engine Configuration Data and Print the data.
i:h

Engine Configuration Data

Engine Seres:

VIN:

Engine model:

Engine serial number: |D5HD5‘411EE

| Rated engine RPM: |1800

|dle speed RPM:

L5G droop RPM:

Engine | ECM data |

|Series 60

Rated BHP: 455

Gowvemed BHP: 435

|EDE?HVBE
Govemed RFM:

|EDD

72

2110

Peak Torque fidb:  |1580
Peak torque RPM:  |1200

Print ‘

Close |

5. Retrieve the Calibration Data and Print it from the file menu.
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- —
€% Detroit Diesel Diagnostic Link

T T T =

File Calibration Snapshet Diagnostics Tocls Window Help

=|Q|&| = 22| o|=| 2| 7| -|[[NoCodes ][Connected]

i Retrieved Calibration

E=RECR

~%ehicle [dentification

Cruise “h I V55 “6 | Speed Limit *7 | Compressor "8 |

Econ & ESS *9 | Lockout “0 Misc “1 | Limits -2 |
Opt Idle *3 |

Vehicle 1 | Shift 2 | Protection *3 | ISD & YSG “4 |

Engine Serial Number—

| | | %'ehicle Identification Mumber I

Yehicle Unit Mumber I

SN IDERDQdﬂ 168

~ldle Adjust and Droop

Idle Adjust RFM: ID 3: -25.100

-

L3G Droop RFM: |75 ~10.75

[~ Engine/Service Brake

Engine Service Brake

kdinirnurn mph: 1]

IDisabIed VI

Half Engine Mode

Adc Fan Timer (s):

180

Password :

—

For Help, press F1

Restore | Reset | Transmitl

Close |

CONMNECTED MNUM -

6. Gather and Print Injector Calibration
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2|

Injector Calibration | /e

Password

Cylinder#2 |72 Ii
Cylinder#3 |72 3:

Cylinder#4  |BE =

Cylinder #1 b6 il Change F"asawurdl

Transrmit
Cylinder#s |64 =
Print
Cylinder#s  |B4 <
Close

7. Select Audit Trail from the Calibration Menu and then Print.
Audit Trail [ |

- -—

Calibration | Injector | Clock /Calendar | Vehicle Speed |

Date Tool 1D Engine Hours
— Last Change

Mot Available

— Mesdt Most Recent Change

Mot Available

—Second Maost Recent Change

Mot Available

Print Close
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8. View and Diagnostics — Fault Codes then File — Print Fault Codes

T_DE Detroit Diesel Diagnostic Link - [Fault Codes]

EFlIE Calibration Snapshot Diagnostics Tools Window Help

= HS 5[z o= 2| ” _|__

Fault Description [Fash [ EcM | D | FMI | Stat | End | Duration | Co

1 | i [

Current Engine

Hours: IEI.EI Troublezhooting Help Clear Selected Eu:u:lesl Clear &l Endesl Ciopy

For Help, press F1 |COMMNECTED

9. Select Dlagnostlcs and Diagnostic Instrumentation. Select the List tab and then Print.

72 Detroit Diesel Diagnostic Lmk [Diagnastic Instrumentation] “@_Ig
72 File Calibration Snapshot Diagnostics Tools Windew Help |- ||E‘|| x|_
&6 5 2]e) -I-I_IEI_I__

EGR "6 | ExhTemps*7 Graph *8 | User 9 |
Power *1 I Jake Brake "2 | Misfire *3 | Smoke "4 List *b |
Hame | Yalue | Units | Min Observed | Max Observed | -
EGR
EGR Delta Pressure 21.7 "H20 12.2 303
EGR Delta Pressure Counts 170 129 2m =
PWM2 Output 0 Z%gnd 0 0 1
Pk 4 Output L Zgnd L L
Pw/M1 Output 1} Zgnd 1} 1} |5
PwM3 Dutput Ll Zgnd Ll L
PwW5 Output 1} Zgnd 1} 1}
PwME Output 1} Zgnd 1} 0
Active Govemnor Mone Mone None
EGR Temperature T2 *F Firs T2
Engine Speed 1} pm 1} 1}
Turbo RPM 1} krpm 1} 0
Barometric Pressure 129 psi 129 129
Boost Pressure 320 psi 39 320
Vehicle Speed 1} mph 1} 1}
B attery Potential 121 ¥ 121 12.3
Pulse Width 0.0 deg 0.0 0.0
In Smoke Control Mode Mo No No
Accelerator Pedal Pos 0 % 0 0
Percent Engine Load 1} % 1} 0
Engine Coolant Temp i1} *F a il
Air Inlet Temperature T2 *F Firs T2
Turbo Compressor Temperature Out 73 *F 72 73
Engine 0il Temperature 80 *F 80 21
Fuel Temperature 101 *F 101 101
Torque Limiting Factor 100 K4 100 100
Mechanical
Engine Speed 1} pm 1} 0
Yehicle Speed i} mph i} 1}
Idle Engine 5peed 822 pm 822 822
Cruize Ctrl Set Speed 1} mph 1} L1} i
For Help, press FL CONNECTED [ num y
b

10. Select Diagnostics — ECM I/O Configuration. This can be printed and saved to a text
file. The text file may be saved to C:\Detroit Diesel\Diagnostic\IOConfig.
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DDEC V ECM /O Configuration

DDECV Input | DDEC V Output |

MName | Function Mame |
W47 Set/Coast

V3 Service Brake Released

Va Resume./Accel

W5 Cruise Enable Switch

V10 Clutch Released

V25 A/C Disengaged

Va4 Stop Engine Ovemide

W51 Engine Brake Med

V35 Engine Brake Low

Va0 Parking Brake

V45 -

W16 |dle Validation

V48 -

V41 -

V42 COptimized |dle Themostat

V26 .

Va7 Turbocharger Compressar Inlet Temp
Va3 .

W13 Arcelermtor Pedal Position

Courts I— State

Print

Save

Close

11. Select Diagnostics — Injector Response Times to print.
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Injector Response Times

Cylinder 1 |0.BG

:

Cylinder t2  |0.BG

Culinder #3 (066

Cylinder #4 D.EE

ili

Cylinder #5 D.EE

Cylinder #E D.EE

Ell-

Print

12. Select Diagnostics — Maintenance Alert
Maintenance Alert

Oil Level N4
Coaolant Lewvel FULL

Air Filker Bestriction MAA
Dil Filter Restriction Mk

Fuel Restriction N/

Preventative Maintenance Status

|N|:|t Configured

Service &
Service B |N-:|t Configured
Sarvice C |N-:ut Configured

| Print | Cloze

13. Select Tools — Engine/Trip Data




Enginef/Trip Data | 2

Trip Values l Engine Totals ]

Total for Trip V5G Cptimized Idle
Fuel oo

gals Hours (0.0 Hours
Hours |0.0

Fuel oo Fuel

mies [0.0 gals gals
|dle Cruise Engine Brake
Hours (0.0 Hours (0.0 Hours 0.0
Fuel oD o i

gals mpg

% 0 Bverage

Export | Print Close |

14. Take a screen shot of the software verison number from Help — About
About Detroit Diesel Diagnostic Link

@@E Detroit Diesel Diagnostic Link{Th), DODLE.EO
4 & Copyright® 1996-2004 Detroit Diesel Corporation®

Tool lIdentification:  Dk000000

8

9.3 Downloading Caterpillar ET ECMs

This section provides a protocol to use CatET to download Caterpillar ADEM II, ADEMIII,
and ADEMIV engine control modules. These modules are found on C series engines (i.e. C-15,
C-12, C-9, and C-7) and 3126.

9.3.1 Prerequisites

You must have the DG RP1210 drivers installed on your computer. The procedure for obtaining
and installing these drivers is found in subsection 7.2

Caterpillar Electronic Technician (ET) must be installed on your computer. The procedure
described in this section was based on version 2013A.
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Set the preferences in CatET to use the DG DPA 4 Plus, which is the RP1210 device built
into the FLA. This is shown in the following picture.

Preferences u

| Product Status Report Directories | Regional | CBT | 515
Communications Confirmation | Show Dialogs | Startup
|RP1210 Compliant Device - OK |
Current RP1210 Device
[ Cancel ]
DG DPA 4 Plus (MA),USB (1) - Dearborn Gr
Click the "Advanced' button to select a specific [ Help ]
RP1210 compliant device.
[ Advanced... ]

[¥] Enable Dual Data Link Service

Setting the Warranty Report Startup helps with the work flow when connected, as seen in
the following picture. These settings will remain from session to session.

Preferences u

Product Status Report | Directories Regional I CBT 515
Communications | Confirmation Show Dialogs Startup
Show Dialogs: [ OK ]

Print Comments
[ Cancel ]
[ Help ]
W Report Start
V| Warranty Repo artup [ Default ]

It is recommended to create a new data directory for each download to keep track of the
data and not mix it with other information.

9.3.2 Connecting to an ECM

1. Turn the ignition key to the on position (if it is not already on), but do not start the
engine.

2. Plug in the FLA to the diagnostic connector. Ensure it powers on and boots.
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3. Perform a Standards based download using the FLA.

4. The FLA needs to be in J1708 Passthrough mode, which is screen @M. Once the FLA is
in Passthrough mode, it will log and preserve network traffic for a forensically verifiable
record.

5. With the FLA connected through USB, start CatET. The program should automatically
connect to the ECM, as shown in the following picture. If not, then the user can press
F8 to connect once CatET is running.

File View Diagnostics Service Utilities Help

=R TERAR A BRI

Cat Electronic Technician

Cat Electronic Technician
Y Copyright 2013 Caterpillar Inc. All Rights Reserved. I

Version: 2013B v1.0

Serial Number: ETK08354

Activation 1D: Tbc0-a546-36ed-4f29-915f-df0f-17f2-b132
Expiration Date: 1/8/2016 (355 Days Remaining)
Subscription: NEXG5000 Tech School

1 ECM detected. Initializing...

Please wait...

! PRTIY Y “@Jéﬂ

Stop Connect

Initializing communications...

9.3.3 Warranty Report

1. CatET will automatically ask if you would like to create a Warranty Report. Press Yes
when the following dialog appears. This can also be accessed through the Information
menu.
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Warranty 2

If you would like to create the reports required to file a claim with
the factory, you can do so now.

NOTE: You can also access the Warranty Report tool under the
Information menu.

Create reports at this time?

Cve ] [ n

2. An information screen will appear. This can be filled out as desired. Leaving the fields

blank may be the best option. Press Next to proceed.

-

E Cat Electronic Technician 2013E v1.0 - Warranty Report " — - |0 e

File View Diagnostics Information Service Utilities Help

S &/ % 2% %

7% g
[®08- C12 Truck (MBL13232)

Z ™ Please provide user information in this section.
[z ECM Information

[Z Cylinder Cutout Reports
(7 Additional Service Tool
7 Summary Information

NOTE: [Dealer Code where repair performed] is a required field when
submitting the report.

Warranty Report - User Information

Caterpillar Dealer Code:

Dealer Code where repair

performed: Required

Repair Date: 18 January 2015

Part Number{s) Causing
Failure:

Work Order# or Dealer Claim#:

Technician Name/CWS ID: | =

p— [ 1
f
1| n |

—

»

m

<= Bac Next ==
1| 1 | 3

’ New Report ] I Open Report ] I\Eﬂg{! l Submit Report ] ’ History

User Information C-12 Truck (MBL13232)

3. Press Yes when asked to download data from the ECM.
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R
@ Would you like to download data from the ECM?

Go) e

4. The software will download data for the report. The Configuration data takes the longest
time. _ .
& Cat Electronic Technician 20138 v1.0 - Warranty Report =@ %= |

File View Diagnostics Information Service Utilities Help

o % 2 %[5 2B © A %3
- & 242 &
&a- C-12 Truck (MBL13232)

[Zi User Information ¢ ;| Please provide ECM information in this section.

&

[Z Cylinder Cutout Reports
(7 Additional Service Tool
7 Summary Information

Click the Download button to get data from the ECM.

Downloading Data ECM Information

Configuration

[<<Back] [Next>» ]

F] | Tl | »
’ New Report ] I Open Report ] I Save l I Submit Report ] ’ History ]
ECM Information C-12 Truck (MBL13232) . I

5. Once the data is downloaded, press Save to create an XML file.
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E Cat Electronic Technician 20138 v1.0 - Warranty Report | = | E

File View Diagnostics Information Service Utilities Help
2 i S «»:qg‘@ ‘H |-¢_‘
- & AR K
&8~ C-12 Truck (MBL13232)
7' User Information @ | FPlease provide ECM information in this section.
Ed ECM Information ,
7 Cylinder Cutout Reports Click the Download button to get data from the ECM.
[Z Additional Service Tool
[z Summary Information
Warranty Report - ECM Information
Critical Events Downloaded
Logged Diagnostic Codes Downloaded
Logged Event Codes Downloaded
Active Diagnostic Codes Downloaded
Current Totals Downloaded
Configuration Downloaded
Histogram - Total Time vs D
Engine Speed e
’ << Back ] [ Next == ] Download
< | 1 | 3
[ New Report ] [ Open Report ] [ Save l [ Submit Report ] [ History
ECM Information C-12 Truck (MBL13232)

6. Keep track of where you save the Warranty Report using the Save As dialog.
s pesaveesSenasd

C‘_,Lv.’_i v Computer » Local Ditk () » Usess » Public » Caterpiller » Electronic Technician » Warranty = [ 45 I Sesrch worrs ]

Organize »  New folder

37 Dropbos (HS) = Mime
L Recent Places

| WRETIOOOO0OMEL1 12321 50115103524 x.

| Synercen Engineering Documents W e

| U Symercon Technologies
s Symereon Sales

FLA-User- Manual

= Libiane

* Documents

o Music
] Pictures v

File name: WRPTIO00000MBLLIZI21 5011809409 xmi
Save a3 type: | Wamanty Report Files("ami) =

= Hide Folders Save | | Cancel

7. Record where the file was saved based off the following confirmation:

Cat Electronic Technician

g "I Warranty Report data saved successfully.

y
C:\Users\Public\Caterpillar\Electronic Technician\Warranty\WRPTXXXXXXXMBL13232150118143839.xml

8. Print the Warranty Report using the Print menu option
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Cat Electronic Technician 2013B v1.0 - Warranty Report @@“

View Diagnostics Information Service Utilities Help
bﬁ QPQﬂ y @ rcrants 3= ,.‘r" - | = 1
vz 28BS
i@ Export 52
%2 Disconnect 8 ® Please provide cylinder cutout reports in this section.
S&Mcf'trl?alt‘a Link Click the paper clip icon to select a file. To remove an attached file, click the
e (A8 - delete icon.
- | Tool
ﬂ Find... ._ trl on
HinANER gus Warranty Report - Cylinder Cutout Reports
& Print Preview
2 0 rinnt.. Cirl+ P Description File Name
[ Print To File Cylinder Cutout - Not OK & | K
—r = Cylinder Cutout - OK & b
PAES
|
|
|
| | <<Back | | Next>> |
4 | m ] »
| [ New Report | [ Open Report ] Save | Submit Report ] [ History ]
|Pl'int to Printer C-12 Truck (MBL13232)

9. Enter Comments that will appear on the header of the report.
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& Cat Electronic Technician 20138 v1.0 - Warranty Report l=[®] = ]

File View Diagnostics Information Service Utilities Help
25 b EE e | - -
=kt e iz Rk

Efa- C-12 Truck (MBL13232)
i User Information Please provide ECM information in this section.

@

[ Cylinder € print comment
(7 Additiona

1 Summary Please enter a comment for the printout.

Synercon Test Case with C-12 Truck| -

[7] Do not show this dialog again

’-=-= Back] l Next == l Download

[ New Report ] [ Open Report ] | Save [ Submit Report ] [ History ]

Print to Printer C-12 Truck (MBL13232) i I

10. The first page of the Warrany Report appears as follows:
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Cat Electronic Technician 2013B v1.0
Warranty Report

1/18/2015 9:45 AM

Comments:
Synercaon Test Case with C-12 Truck

C-12 Truck (MBL13232

Parameter Value
lIvehicle 1D 2HSCEAXR24C015095
lEngine serial Number MBL13232
[EC Serial Number 217361031K
[IPersonality Module Part Number 2368689-00
[lPersonality Module Release Date may03

[Personality Module Code 235

||EC|"—1 Date/Time 1/18/2015 9:51:11 AM

Summary Information

Engine Serial Number IMBL13232

ECM Date/Time 1/18/2015 9:40:47 AM
Report file Creation PC Date o .
land Time 18/01/15 09:34:09 AM
Report file Last Modified PC - .
Date and Time 18/01/15 09:44:32 AM
[Total Distance 641486 Miles

[Total Time 17850:17 hours

[Total Fuel 104722 gal

Diagnostic Clock 19514 hours

Vehicle ID 2ZHSCEAXR24C015095
ECM Serial Number 217361031K
Personality Module Part )

Number 2368689-00
E}iEOI]allty Module Release may03

Personality Module Code 235

11. Scrolling through the Configuration data will reveal the Quick Stop Rate. If this is set to

0, then there may not be any Sudden Deceleration Snapshots.

heft Deterrent System Control Mo

heft Deterrent Password .

Juick Stop Rate 7 mphy/s
Minimum Idle Time (0 = Off) 5 min
Driver Reward Enable Enabled
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9.3.4 Snapshot Data

1. Select the Snapshot Viewer from the menu options as shown in the following picture:
W=

. Cat Electronic Technician 20138 v1.0 - Warranty Report

File View Diagnostics [Information | Service Utilities Help

& & Y

[Z User Informatiol

IZJECM Informatioy|

[Z Cylinder Cutout
7 Additional Servi
7 Summary Inforn

} M Status

Status Bar Graph

C12 Truck (MBL1 (2 ECM Summary

Current Totals
History
Passwords

Data Log
Real Time Graphing

| ot IR
|

"5 = 2

de ECM information in this section.

R

vnload button to get data from the ECM.

Warrantv Report - ECM Information

T moaded
> = nloaded

< | m

Trip Segment

Histogram... les Downloaded

Custom Data Codes Downloaded

Trip Reset » Downloaded
. 71 Warranty Report = .
| 48 Product Status Report F6 Downloaded
| B SIS Links

I«:Backl lHext>>|

| New Report | Open Report |

Save

Download

[ Submit Report J l

History

J

View snapshot data retrieved from the ECM

C-12 Truck (MBL13232)

2. A menu of recorded Snapshots appear. Please select next one and press View Graph.
Taking a screenshot of this dialog box is a good idea to keep track of all the available

Snapshots.
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E Cat Electronic Technician 20138 v1.0 - Snapshot Viewer

File View Diagnostics Information Service Utilities Help

- & | B

R IbRIlEA i R

r
Select ECM Snapshot

==

Select Source:
[{lurrent ECM v]
ECM Snapshots

00:00:25 Diagnostic  91- 8 Throttle Position Invalid (32) 8/19/2003 3:23:18 PM
18985:07:33 External Trigger- External Switch 6/28/2012 9:05:26 AM
19057:24:46 External Trigger- External Switch 7/6/2012 8:44:21 AM

Clear ] l

Clear All

Snapshot Information
ECM Trigger Date: 8/19/2003
ECM Trigger Time: 3:23:18 PM

[ View Data ] m\u Graph

C-12 Truck (MEL13232)

3. A progress bar will appear.
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E Cat Electronic Technician 20138 v1.0 - Snapshot Viewer

File View Diagnostics Information

Service

Utilities  Help

- &'

FElPR N . KIE]

3:23:18 PM

Receiving data ...

Snapshot: 00:00:25 Diagnostic

91- 8 Throttle Position Invalid (32) 81972003

N

C-12 Truck (MEL13232)

4. Once downloaded, select the parameters to graph.

Select Parameters

X

Available parameters:

AJC High Pressure Switch
Accel/Decel Mode

Atmospheric Pressure

Boost Pressure

Coolant Level

Cooling Fan

Cruise Control Set/Resume/Accelf
Cruise Kickout

Cruise Set Speed
Cruisef/ldle On-Off Switch
Desired Boost Pressure
Desired Engine Speed
ECM Battery Voltage

Engine Coolant Temperature
Engine OQil Pressure

Engine Retarder

1| i | F

m

-

Selected parameters:

Accelerator Pedal Position #1
Clutch Pedal Position Switch
Cruise Mode

Engine Speed

Service Brake Pedal Position Switch
Vehicle Speed

i | 3

T

J |

Cancel l

5. The resulting graph will show and all the data (even the data not shown) can be saved

by pressing Save to File.
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,F___"\
[View Data] [Snapshots...] [Parametersl lGraph Sets] [ Settings ﬂ [Save to File]

-
B Cat Electronic Technician 20138 +1.0 - Snapshot Viewer =
File View Diagnostics Information Service Utilities Help
2 e 2 «»:qg‘@ ‘H |"‘
- & % SN KIE
Snapshot: 00:00:25 Diagnostic  91- 8 Throttle Position Invalid {32) 8/19/2003 3:23:18 PM
-2.120, 0.000 Acoeleranor =ua_=os'.on¢| ] Chnch =ua=_os-.m§w:\:h Qu;we
1.0 Erune;m SHUOES{M’H:O&'.OI’\SW'}G\:I 'u'&ce;m 10 10
sl Joz oz
(k-2 3 <40F 408
407 407
g--06 S06
] &) ¢
2lozgdosg
i1 ] 2
i 5] =
914212
g
403 403
Lt 402 402
I
L =01 401
oo _] T T T T T T Lo Lo
- < = -4 2 Q 2

NLC-12 Truck (MBH(3232)

Record where the Snapshot File gets saved.

= - |
Ll Save As - & - L =)
Savein: ||| Snapshot ~ @3 2 m-
P= Name : Date modified Type
S | |MBL13232 00.00.25 Diagnostic 91- 8 Throttl.. 1/18/201510:02 AM XML Docu

Recent Places

ECM Trigger D ate:8419/2003
ECH Trigger Time:3:23:18 P

Libraries
A
Computer
@
u 4| n | 3
Metwork .
il i MBL13232_00.00.25 Diagnastic 91- 8 Throttle =
Saveastype: | Snapshot File "XML) «| [ coneal |
File Information
o} esc:_ription_
Shapzhot: 00:00:25 Diagnostic— 91- 8 Throttle Position Inwalid [32) 8/19/2003 3:23:18 P -
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7. Print the Snapshot from the file menu.

8. Once saved, the Snapshot file can be Exported to MS Excel by pressing the Export option

in the File menu. )
B Cat Electronic Technician 20138 v0 - Snapshot Viewer 1100 o=

. - e
View Diagnostics Information Service Utilities Help
= Qpen 4 % o gak P | @ B | =y
B v Y 9 YRS
Diagnostic  91- 8 Throttle Position Invalid (32) 8/19/2003 3:23:18 PM
5 Disconnect F8 —_— —
Switch Data Link [ ST T Wiy i
; - o Senwce Braue Peoal Possion Swnon =1 Venice Soeed fren —
R Select ECM
| A Find. Ctrl+F I
Find Mext Ctrl+T
2 08
Eprintprzgiaw
i Print... Ctrl+P I
!E Print To File g “‘2‘“
Il Exit 9 # §] 8
- REEEON BT
i [ IRt
F 7] §
Rl e e e e e i e S e e S S i g plild
%. g prese f—- g
T crate = les Joa
o tos 403
e o1 o1
e T 3 T 2 A T wo Lo
Time (n Secoras)
|View Data| [Snapshots..] [P | |Graph Sets| | Settings | [Save to File]
Export a Service Tool File C-12 Truck (MBL13232)

9. To Export, the file just saved needs to be opened again.
Horn o s B v By o &8

Lookin: || Snapshot - & I’ B [Ex
&= Name e Date modified Type
ke 2 || ] MBL13232_00.00.25 Diagnostic 91- & Throttl... 1/18/201510:06 AM XML Doct

Recent Places

Compﬁter
| |
| ] < i | b
Metwork
File name: MEL13232_00.00.25 Diagnostic 91- 8 Throttle - I Open I
Files of type: (XML Fies () - [‘CBHH-‘]/
File Infarmation
| D escription
Select an existing file to open. a

‘ [ Inchude Dezcription with Printout
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10. The exported file can be saved as an .XLS file
st e Y o Bea & ;“

Savein: ||, Snapshot - & ?’ E? [~
T MName & Date medified Type
L"""} Ma items match your search,

Recent Places

L
Desktop

u:i
Libraries

Computer

| @ . 5|

File name: Postion Invaiid (32)_2003-08-15_15.23.18.XLS =
Saveastype:  [Excel 40 Fie [XLS) v [ Cancel |

k‘-h.J

File Information

Enter a new file name or select an existing file. a

11. A confirmation dialog gives the option to change file names.

Export — | % S
Click the Export button to complete the export of the service tool file to an external
file.

Input File:

‘\Users\Public\CaterpillariElectronic Technician\Snapsho!
MBL13232 00.00.25 Diagnostic 91- 8 Throttle Position Invalid

QOutput File:

C:\Users\Public\CaterpillariElectronic Technician\Snapshot
\MBL13232_00.00.25 Diagnostic 91- 8 Throttle Position Invalid (32)_2003-08-
| 19_15.23.18.XLS

12. Record where the file was saved.

Cat Electronic Technician " s B

r—— —

The Service Tool file was successfully exported to C:\Users\Public\Caterpillar\Electronic Technician\Snapshot\MBL13232_00.00.25 Diagnostic 91- 8
Throttle Position Invalid (32)_2003-08-19_15.23.18.XLS.

13. The Snapshot can be opened in Excel.

63



g =

i@ Homegroup

M Computer
£, Local Disk (C:) il
g SharedSpace (\\ad.utulsa.edut\shares]
L% jeremny-daily (\129.244.3.245) (W:) | _
G Documents (WHSISERVER) (Z:) 7

Gﬁ MNetwork -

File name: MBL13232_00.00.25 Diagnostic 91- 8 Throttle Position Invalid (32)_2003-08-19_15.23.18.XL5

B
Cpen > ﬂ
@U" . % Local Disk (C:) » Users » Public » Caterpillar » Electronic Technician » Snapshot - | +3 | | Search Snapshot jel [
Organize » Mew folder = O @
P 2 -
[k Pictures * Name Date madified Type Size
E Videos = _ 5 5
,@ MBL13232 00.00.25 Diagnostic 91- 8 Throt... 1/18/201510:08 AM  Microsoft Bxcel 97... 23K8|
[=] MBL13232 00.00.25 Diagnostic 91- 8 Throt...  1/18/2015 10:06 AM XML Document 53 KB

+ [ Al Excel Files (' s adsmy; -

Tools = [ Open Iv} ’ Cancel ]
L
14. The excel file should appear like to picture below:
H - = Bookl - Excel T EH - O X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW ADD-INS ACROBAT Daily, Jeremy -
&D % Arial B e = _ _ ’?/_‘ g_' General - %CunditiunalFDrmatting' ?“Insert - Z - %Y H]
Pasie Em ~ o R $-9% GFmrmatasTahle' & Delete - m' Sort 81 Find &

- ~ BIU-~ A ES=E%E T L?Cell Styles - EI Format™ <&~ Fier- Select ~
Clipboard Font ] Alignment M Number & Styles Cells Editing A
L10 - fi || wotactive v

A ] C D E F G H I K L M N -
1 |Parameter Value
2
Desired
Engine Engine Cruise Set Ildle Set  Vehicle Estimated Boost Engine Qil Accel/Dec Engine Coolant
3 |Frame Time Speed Speed Speed Speed Speed Fuel Rate Pressure Pressure el Mode  Retarder  Level
4 |Unit Seconds pm pm mph pm mph galfh psi psi
5
6 | Minimum Value 0 800 0 0 0 0 0 87
7 |Maximum Value 0 800 0 0 0 0 44 87
8
9 1 -9.12 0 800 0 0 0 0 0 87 Not Active Disabled Data Inva
10 2 -8.64 0 800 0 0 0 0 0 87|Not Active _IDlsabIed Data Inva
11 3 -8.16 0 800 0 0 0 0 0 87 Mot Active Disabled Data Inva
12 4 -7.68 0 800 0 0 0 0 0 87 Mot Active Disabled Data Inva
13 5 -7.2 0 800 0 0 0 0 0 87 Mot Active Disabled Data Inva
14 6 6.72 0 800 0 0 0 0 0 87 Not Active Disabled Data Inva
15 i -6.24 0 800 0 0 0 0 44 87 Not Active Disabled Data Inva
16 8 -5.76 0 800 0 0 0 0 0 87 Not Active Disabled Data Inva
17 9 -5.28 0 800 0 0 0 0 0 87 Mot Active Disabled Data Inva
18 10 4.8 0 800 0 0 0 0 0 87 Mot Active Disabled Data Inva
19 1" -4.32 0 800 0 0 0 0 0 87 Mot Active Disabled Data Inva
20 12 -3.84 0 800 0 0 0 0 0 87 Not Active Disabled Data Inva
21 13 -3.36 0 800 0 0 0 0 0 87 Not Active Disabled Data Inva
22 14 -2.88 0 800 0 0 0 0 0 87 Mot Active Disabled Data Inva
23 15 -24 0 800 0 0 0 0 0 87 Not Active Disabled Data Inva
24 16 -1.92 0 800 0 0 0 0 0 87 Mot Active Disabled Data Inva
25 17 -1.44 0 800 0 0 0 0 0 87 Mot Active Disabled Data Inva
26 18 -0.96 0 800 0 0 0 0 0 87 Not Active Disabled Data Inva
27 19 -0.48 0 800 0 0 0 0 0 87 Not Active Disabled Data Inva
28 20 0 0 800 0 0 0 0 0 87 Not Active Disabled  Data Inval =

15. The additional Snapshots can be accessed by pressing the Snapshots... button in CatET.
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E Cat Electronic Technician 20138 v1.0 - Snapshot \l’iewer-
File View Diagnostics Information Service Utilities Help
G FEL TR e = P
&8 W e e BE 2 R KRG B
r —
Select ECM Snapshot e 15 5 Wi S - L2 [ieSm)
-8.12( —= == ——
Select Source:
1.0 1.0
[Cu rrent ECM v]
3 ECM Snapshots Tl
s 00:00:25 Diagnostic  91- 8 Throttle Position Invalid (32) 8/19/2003 3:23:18 PM Jos
18985:07:33 External Trigger- External Switch 6/28/2012 9:05:26 AM
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16. Repeat this Snapshots section for all the available Snapshots.

9.3.5 Preserving ECM Date and Time
1. Select ECM Date/Time from the Service Menu.

2. Open the PC System Clock and press the PrntScrn key on the PC keyboard.

w

. Paste (Ctrl-v) the captured graphic into Paint or MS Word.

4. Save the document with the screenshot.
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9.4 Forensic Write Blocking

There are certain messages that should not be transmitted to the ECM during a forensic
examination. These messages are the kind that will change the data stored on the ECM in a
meaningful way. Resetting or clearing fault codes, changing the ECM time, and resetting trip
data should always be avoided.

The following messages are actively filtered and blocked by the Forensic Link Adapter. The
Forensic Link Adapter will not transmit these messages to the ECM.

‘ Message ‘ Purpose ‘

‘ Time Reset ‘ Prevent the ECM RTC from being reset. ‘
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10

Verifying Data in the Field

The FLA is able to give the user an overview of the data collected in the field through the
FLA Preview. The FLA Preview is a website generated by the FLA that allows the user to
connect to the device and examine data on it.

10.1 Accessing the FLA Preview

There are two ways to access the FLA Preview depending on what is available. If a good
Ethernet port is available, connect using the at-home/in-office method. If no Ethernet port is
available, connect to the preview using the in-field method.

10.1.1 At-Home/In-Office

If the operator is in an office, or at home, they can set the FLA up for home use, section 4.2,
or for office use 4.1. Enter the IP address from the title screen into a web browser. This will
take you to the FLA Preview website. If you have trouble accessing the preview, refer to the
troubleshooting section.

'ﬂi Forensic Link Adapter x_

& @ 104206 v

Forensic Link Adapter

10.1.2 In-Field

The first step in accessing the FLA Preview is to have the FLA in the correct mode. Unless
the operator wishes to place the FLA in support mode, the easiest way to access the FLA
Preview is to set up the FLA for the field, as described in section 4.3. Once the FLA has
DHCP enabled, and the computer is directly connected to the FLA with the Ethernet cable,
enter 710.0.0.1” into a web browser. This will take you to the FLA Preview website.
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"Q Forensic Link Adapter x_

& @ 104206 v

Forensic Link Adapter

10.2 Using the FLA Preview

The main page of the FLA will show the user how many pending data packages there are
on the FLA, as well as if there are any downloads in progress. Under the View Local Data page,
the operator can view the data packages that are not yet uploaded to the Synercon Server.

W Forensic Link Adapter =

£ & 10.42.0.66 | Q wEeE U & & B =

Synercon ) )
\ Jechnologies  Forensic Link Adapter

Main Menu | View Local Data | Configure | User Manual | Download Drivers | Software Update | Suppoert | Shutdown

Pending Uploads

Data packages that have not yet been uploaded to the server,
FlLA Vehicle Information Standards-Based totals
Time downloaded Make Model VIN J15387 Messages [1387 Faults [1939 Messages [1939 Faults Freeze Frames OEM data

2015-07-28 14:34:06 In Progress

NEERDEE 2015-07-28 14:

WIEDEE 20150727 15:53:57 CTRPL C-15  1XP5dBOx61D532271 33 2 12 2 0 Yes Archive

57 CTRPL C-15 I1XP5dBOx61D532271 34 2 14 2 1] No Archive

Archived Data

Data packages that have been uploaded to the server.

View Archived Files

Synercon Technologies Forensic Link Adapter
Current Input Voltage: 11.6V
Sertal Number: 1B2R90046
Software Version: 0.3beta
Patent Pending

This page gives a brief overview of each data package on the FLA that is not yet uploaded.
The OEM data column indicates if the FLA has extracted data from the engine that is not a
part of the standards-based extraction. From this page the operator can view the data from an
individual data, view archived data packages, or archive pending data packages.

Archiving a pending data package will move the data package to the archived list,
and it will NOT be uploaded to the server. This is only to be used when the operator
has a pending data package they do not want to upload on the server, i.e. if it was a practice
download, or it contains incomplete data due to a lose cable. Use this with care, archived data
packages cannot be un-archived without Synercon support.

The View Data button will allow the operator to view a preview of the report. This will
contain all of the standards-based messages, as well as standards-based faults. If the FLA
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was able to collect non-standards-based data a portion of the decoded data will be available for
download. The full records will be available once the operator uploads the data to the Synercon
Portal.

The operator can also view archived data with the button at the bottom. Note, the archived
page can take some time to load.

Under each report, the user can download the SHA256 Sums
file. This file contains the SHA 256 sums of all of the files the
FLA generated at the time of the download. These sums are
cryptographic fingerprints of the files that can be used to deter-
mine if the file has changed since the FLA created the file. The
user can save this file to perform verification of integrity of data obtained. For more information
about SHA256 sums, refer to section E-Z84.

:_Downluad SHA2565UM ﬁle_é
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11

Administrator’s Guide

This section is intended to teach administrators how to manage FLAs on the FLA Portal.

11.1 FLA Portal terminology

The FLA Portal has the following categories:

Organizations are the top level with a site administrator as the person in charge. Typically
this is a highway patrol, a state police, or a company. The person in charge of the
organization has the ability to oversee the data and use of the different FLAs.

Groups are a sub-level within an organization. For example, East District and West District
may be groups within an State Police organization. If an organization only has a few
operators and a few FLAs, it may not make sense to have different groups.

Operators are trained users of the FLA and are responsible for collecting data in the field.
Operators can be assigned to different groups. Every operator in the group is able to see
the data packages from all the FLAs assigned to the group, regardless of which operators
downloaded the data.

Forensic Link Adapters are the hardware devices that an organization owns.

11.2 Account Overview

Forensic Link Adapters are assigned to each organization at the time of purchase. Once
the organization completes the purchase, the serial numbers of each FLA will be loaded into
the Organization’s profile. An invitation to set up the Organization will be sent to the site
administrator. For example, the Lieutenant in charge of the crash reconstruction division will
become the site administrator once he or she registers by following the link sent in the invitation
e-mail.

Once logged in as a Site Administrator, an account overview page will be available, much
like the one shown in Figure M. Many of the fields on the web page are linked to various
functions. The top bar (in black) has links to your default login page, the latest FLA download
if you are an operator, a list of all the organizations, FLAs, and some account access settings.
The web page is set up in three distinct tables as seen in Figure Tl

1. Organization Groups
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\ Forensic Link Adapter portal x \k+

| € U flz synercontechnologies.com/org/synercon-technologies, c 'CD:_:;:‘S »p ﬁ’ B 4+ @ 0

Synercon Technologies Account overview

£ Organization Groups & Forensic Link Adapter (FLA)
Manage your organization's groups View your organization's adapters
Field Operators 211 Andrew's Test Unit
Test group [EEEETE 212 1B1R70010

| 1B1R70006 [IETET

A FLA Operators
Gavin's FLA RG]
Andrew Kongs [[ESEIES 3
last login: November 20, 2014 1B1R70007
Gavin Bauer 1B1RB0015
last login: November 20, 2014
1B1R70002
|
seremy aiy (ETENEEY
last login: November 20, 2014 1B1R70008
| Mark Sole [T 1B1R70011

last login: Novemnber 21, 2014

James' Dev FLA

| Dr. Daily's FLA JEEEIEELTE

1B1R70003

@ SynerconTechnologies 2014

Figure 11.1: Example Forensic Link Adapter Portal web page for the Account overview

2. FLA Operators

3. Forensic Link Adapter (FLA)

11.3 Group Management

It is the responsibility of the Organization administrator to set up groups and operators ac-
cording to the desired structure of the Organization. You can have operators that have access
to more than one group.

11.3.1 Adding an Operator

There are two ways to get an operator access to the group’s FLAs. The first is to invite a new
operator and the second is to invite an existing operator. However, the existing operator must
have accepted an invitation from the Organization under a unique e-mail address. By clicking
on the lower left box the says Invite new operator shown in [T, a web page similar to the
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| Forensic Link Adapter portal x O

& fla.synercontechnelogies.com/group/4

This group is for FLASs that are used by Synercon
personnel to perform downloads in the field.

Operators
Manage this group's operators.

Jeremy Daily

Mark Sole

Invite new operator | Add existing operator

@ SynerconTechnologies 2014

Field Operators group details [ |

& Group Forensic Link Adapters (FLA)

View this group's adapters. Operators are given
access to the data on these FLAs.

Dr. Daily's FLA

Assign an FLA to group

Figure 11.2: Example Group Details web page from the Forensic Link Adapter Portal.

one shown in IT3. The required user information includes name and email address. The FLA
operators. Therefore, if a person belongs to different
different e-mail for each organization. New operators
will get an e-mail from fla-admin@synercontechnologies.com with a link to register with
the site. Many times this e-mail will be filtered as junk, so advising the recipient to check their

portal uses e-mail addresses to identify
organizations, they would have to use a

e-mail filters and junk folder may be necessary.

The Work Address details on the Invite and operator page are used to fill in a report with

11.3.2 Assigning an FLA to the Group

Each group needs to have at least one Forensic Link Adapter assigned to it. To assign an FLA
of available FLAs for your organization. Only people

to a group, click the button to see a list

in the group can see the data on the FLA assigned to that group
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| Invite an operator
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User information

First nama’
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General

CompasnyiGrganizason”

Occupation State Gaverrmes .
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Work Address
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City
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© SymerconTechnoioges 2014

Figure 11.3: New Operator invitation form on the FLA portal website.
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Forensic Link Adapter portal x_/,u’ Forensic Link Adapter portal 9 \I\,+

& 0 flasynercontechnologies.com/group/4/ c EVGDD;:'E L ﬁ' B ¥+ # 9 =

m . -
.. Field Operators group details B8

Successfully assigned 1 flas to the Field Operators group.

This group is for FLASs that are used by Synercon & Group Forensic Link Adapters (FLA)
personnel to perform downloads in the field.
View this group's adapters. Operators are given

access to the data on these FLAS.
Operators

Dr. Daily's FLA
Manage this group's operators.
1B1R70008

Jeremy Daily

Assign an FLAfo group

Mark Sole

Invite new crperatér Add em:ﬁng opera:t-or-

= = = =

© SynerconTechnologies 2014

e

Figure 11.4: Assigned FLAs
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12

Suggested Practices

This section is intended to provide a very brief overview of using the FLA, for a more in-depth
guide, refer to the Field Guide.

12.1

Initiating FLA Support mode

In order to provide the quickest and most complete support, it may be necessary to place the

FLA in support mode. This allows Synercon Support staff to create a secure connection to an

FLA anywhere with an Internet connection. It may also be referred to as a “Support Channel”.
To place the FLA in support mode, or “Open a Support Channel”, follow these steps

1.
2.

10.

11.

Verify a Synercon Support representative is ready for you to initiate Support Mode.
Connect the FLA to the Internet as described in subsection 3.3.3.
Navigate to the FLA Preview site as described in section 5.

Select the “Support” option from the menu at the top.

. Click the “Open the support channel” button to initiate Support Mode.

After a brief period, the page will change to say the connection was successful, if the
connection was not successful, refer to the troubleshooting section.

Do not close the web page, or click the “Back” or “Refresh” buttons. It is important to
stay on this page until the Synercon Support representative is finished providing support.

When the Synercon Support representative begins working on your FLA, the screen on
the device will change to indicate a member is performing work.

When the Synercon Support representative is finished, the unit will display a message
indicating the work is finished.

The FLA will automatically reboot.

After the device loads the Title Screen, then click the “Close Support” button to return
the FLA to normal operational mode.
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12.2 Installing PC Software

12.2.1 RP 1210 Drivers

The FLA can operate as an RP1210 device. This is used for connecting OEM software to
ECMs. A computer does not need the RP 1210 drivers to access the FLA Preview, and the
FLA Portal. You will need administrative privileges to install these drivers.

To install the RP1210 Drivers, follow these steps

1.

5.
6.

Connect to the FLA Preview described in the above section (Either In-Field, or In-Office
methods will work)

. Select the Download Drivers option from the menu at the top of the web page

Select “Download Drivers”

. Once the file is downloaded, extract the .zip file to a folder

Open the folder, and double-click “DPA4Plus_RP1210.exe”

Follow the on-screen instructions to install the drivers

After the drivers are installed, they can be tested with the following steps

1.

Make sure the FLA is powered on, and connected to an ECM (It is possible to test the
drivers without a live ECM, to do so see the special instructions)

—~
&4

Skip steps 2,3,and 4 if not connected to a live ECM

—~
o

Begin a scan on the vehicle

After the scan has completed and you see the ”Enable RP1210 Mode” screen
Confirm the top line of the FLA read ”CAN/J1939 Pass Mode.”

Search on your computer for the program ” Adapter Validation Tool” and run it
Select ”MD/HD”

Set the Vendor to "DG1210xx - Dearborn Group RP1210” (the xx will likely be 32)
Set the Device to ”DG DPA 4 Plus USB”

—~ T~ T/~
— [*7e)

o @
N NS NI NG NG N N N

—~ —~~ L~
© =
~—

Skip to step 14 if the ECM does not support J1939

. Set Protocol to 7J1939”

plug the USB cable into the FLA and the computer

Click "Run Test”

. The text boxes labeled "RP1210 Status Window (PC-VDA)” and "RP1210 Data Message

Window (VDA-Vehicle)” should turn green

(a) If you are not connected to a live ECM, the "RP1210 Data Message Window” will
turn red as there are no messages

A text box will appear and will describe the results of the test.
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7. Click ”Quit” on the pop-up window titled ”Test Results Discussion”

(a) If the ECM does not support J1708, the test is complete.If it does, continue

8. Change the protocol to J1708
9. On the FLA click the Green button to enable J1708 passthrough
10. Confirm the top line of the FLA read ”J1708 Pass Mode for”
11. Click "Run Test”
12. A text box will appear and will describe the results of the test
13. Click ”Quit” on the pop-up window titled ” Test Results Discussion”

14. Close out of the adapter validation test

12.3 Performing a download on a Heavy Vehicle
This section provides a very high level overview of a typical download.

1. Plug in the FLA to the 9-Pin Diagnostics Connector

2. Turn on the ignition key to run

3. Run a vehicle Scan

4. Download Supported Data (if available)

5. Enable RP1210 Mode (Optional depending on the ECM and user’s procedure)

(a) Connect the USB Cable
(b) Run OEM Software

6. Verify the data collected via the FLA Preview
(a) If desired, repeat steps 3-6 until satisfied

7. Shutdown the FLA
8. Reach a location that has a working Ethernet port
9. Connect the FLA to the Internet

10. Upload the data from the field

11. View the full report on the FLA Portal
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12.4 Connecting to Engine Control Modules on a Bench

When performing bench downloads, it is recommended to use a Smart Sensor Simulator to min-
imize the chance of throwing additional faults as compared to a traditional calibration harness.
For more information about Smart Sensor Simulators, visit \url{synercontechnologies.com}.
Once connected, use the FLA in accordance to the recommended practices outlined in the
Field Guide and accompanying Quick Start guides.

The following are typical steps taken during a download.

1.

2.

10.

11.
12.
13.
14.

15.

Confirm the correct SSS is being used for the ECM
Connect the SSS to the ECM

Connect power to the SSS via the included power adapter

. Press the Key Switch until the Key On lamp is illuminated, about two seconds

. Verify the Key On lamp stays illuminated for one second before proceeding. If not, refer

to the troubleshooting section

Plug in the FLA to the 9-Pin Diagnostics Connector located on the SSS
Run a vehicle Scan

Download Supported Data (if available)

Enable RP1210 Mode (Optional depending on the ECM and user’s procedure)

(a) Connect the USB Cable
(b) Run OEM Software

Verify the data collected via the FLA Preview

(a) If desired, repeat steps 3-6 until satisfied

(b) Skip to step 13 if there is a working Ethernet port where the bench download is
occurring

Shutdown the FLA

Reach a location that has a working Ethernet port
Connect the FLA to the Internet

Upload the data from the field

View the full report on the FLA Portal
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General Information
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13

Troubleshooting

13.1 Vehicle Connection Problems

13.1.1 Do not get the Option to Scan Vehicle

Symptom:

The FLA Title Screen does not allow the
user to scan the vehicle

Forensic Link Adapter

Solution:

e Check that the key is in the ON position, with the engine not running.

e Check to see if the vehicle voltage is nominal, low voltage may prevent ECMs from
responding.

e Check all cables for secure connections.

If the above list does not solve the issue, the communication wires from the ECM to the
diagnostic port may be damaged. If this is the case, the ECM modules may have to be removed
and the operator may have to perform a bench download on the unit. The recommended
practice is to use a Synercon Smart Sensor Simulator with the truck ECMs in order to help
preserve the data on the modules.

13.2 FLA Internet Problems

13.2.1 Cannot access the FLA Preview website

Symptom:
The operator is not able to access the FLA Preview website. Solution:
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e navigate to the title screen and verify the FLA has an IP address. If the IP line reads
‘cable unplugged’, or 'finding IP address’, see the FLA Does not have an IP Address
section.

e If the FLA is not connected directly to a computer (i.e. the FLA is plugged into an
Ethernet port in an office, or home) ensure the DHCP service is off. If the IP address
of the FLA is 10.0.0.1, the DHCP service is likely on. For more information about the
DHCP service, see section 3.3.7.

e Ensure the operator has typed in the IP address exactly as it appears on the FLA, do not
add any extra characters, such as leading zeros before the numbers, or extra spaces.

Correct:

"Q Forensic Link Adapter
& @ 104208

Incorrect:

'Q Forensic Link Adapter
& WAWW 1042086

Forensic Link Adapter

'Q Forensic Link Adapter
& 010.042.000.006

"Q Forensic Link Adapter
& https://11042.0.6 -

e Ensure the FLA is on the same network as the computer used to access it. Depending on
the configuration, if the computer is connected to a wireless network, try to plug into an
Ethernet cable near the port the FLA is plugged into.

If the above steps do not resolve the problem, the operator may need to contact the department
IT services. If they are not able to resolve the issue, please contact Synercon support.

13.2.2 FLA Does not Have an IP Address

IP says Ethernet Unplugged
Symptom:

The IP line of the FLA Title screen says
Ethernet Unplugged

Forensic Link Adapter
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Solution:

e Check cables are plugged in all the way.
e Reboot the FLA with the Ethernet cable plugged in.
e Verify the port is working with a computer.

e Contact your department IT services, and ensure the FLA is given the permissions to
access the Internet. Often this is done by 'whitelisting a MAC address’. If the operator
needs to provide the MAC of the FLA, this can be accessed via the configuration menu.
For more information, see section 3.2.2.

If the above steps do not solve the issue, the operator may need to contact Synercon support.

IP says Finding IP Address

Symptom:

The IP line of the FLA Title screen says
Ethernet Unplugged

Forensic Link Adapter

Solution:

e If the FLA is being used in the field, and directly connected to a computer, enable the
DHCP service. See section 3.3.7.

e Reboot the FLA with the Ethernet cable plugged in.
e Verify the port is working with a computer.

e Contact your department IT services, and ensure the FLA is given the permissions to
access the Internet. Often this is done by ’whitelisting a MAC address’. If the operator
needs to provide the MAC of the FLA, this can be accessed via the configuration menu.
For more information, see section 3.2.2.

13.3 FLA Boot Problems

13.3.1 FLA Does not Boot When Plugged in

Symptom:
The FLA does nothing when plugged into a vehicle. Solution:

e The power wires to the diagnostic port may have been damaged, use the cigarette lighter
adapter in the FLA case to provide power to the FLA. It is recommended to carry a
portable battery for powering the FLA via battery for such situations.
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If the FLA will not boot with either the cigarette lighter adapter plugged into a know charged
battery, or the wall adapter, please contact Synercon support.

13.3.2 FLA Does not finish booting

Symptom:

The FLA reaches this screen, and does not
proceed to the Title screen for more than
30 seconds.

Forensic Link Adapter

Solution:

e Wait 30 seconds for the system to attempt to boot.

e If the system does not boot, remove power sources, wait 30 seconds and then plug the
FLA in. Note this is not recommended as a standard method to shut the FLA down, only
do this when you have exhausted all other methods to shut the system down safely.

If the device continues to fail to boot for more than 2 times, please contact Synercon support.
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14

Definitions

When dealing with heavy truck data, there are many acronyms, symbols and phrases that are
used to describe the data. This chapter presents a list to help decipher some of the terms used
for dealing with heavy vehicle event data recorders.

The Forensic Link Adapter (FLA) is a field rugged computer that is programmed to down-
load data from heavy vehicles.

ECMs: Electronic Control Modules. These are the “computers” that run heavy vehicles, they
can contain data useful when investigating a heavy vehicle.

OEM Original Engine Manufacturer.

The FLA the data extraction device device created by Synercon. This is the blue box that
the operator uses to communicate with heavy vehicles.

The FLA Portal the website fla.synercontechnologies.com . This is where operators can view
full reports

The FLA Preview the local website hosted by the FLA. This allows operators to preview
reports before they are uploaded to the FLA Portal.

Data Package all of the data extracted from a heavy vehicle, as well as metadata about the
extracted data, such as GPS coordinates, and timestamps.

Preview Report a report that has not been processed by the FLA Portal, these reports only
have standards-based data, and some of the non-standards-based data.

Full Report a report that is being viewed from the FLA Portal, these reports will have all of
the data the FLA system is able to understand.

Standards-based-data Data that is defined by the SAE standards J1587 and J1939.

Non-Standards-based-data Data that is not defined by the SAE standards J1587 and J1939.
i.e. Snapshot records for CAT ECMs. These data elements are determined by the OEM
of the ECMs

NIST National Institute for Standards and Technology (http://www.nist.gov/)

RTC Real Time Clock
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15

Requirements

In order to take full advantage of the Synercon products, such as the FLA, FLA Preview, and
FLA Portal, the user will need to have access to additional software and ports such as those
outlined in the following sections.

15.1 Supported Web Browsers

In order for the FLA Preview and FLA Portal to work correctly, the user will need to meet
the following browser requirements.

Internet Explorer at least version 10 (2012)
Firefox at least version 31 (2012)

Chrome at least version 31 (2013)

Safari at least version 7 (2013)

Opera at least version 29 (2015)

15.2 Drivers

In order to use the FLA in RP 1210 mode, the operator will need to install the drivers first.
This will require administrative privileges. The drivers are provided with the FLA.

15.3 OEM Software

In order to extract data from ECMs that are not fully supported, the operator will need the
relative OEM software to acquire non-standards-based data.
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16

Warnings

Synercon Technologies does not warranty any products against user caused problems. In
order to prevent any damage to the FLA and data collected by the FLA, always follow these
guidelines.

Only use the included wall adapter or cigarette adapter to power the FLA
When not using a vehicle to power the FLA, only power the device using the included power

supplies. Never plug in a foreign adapter, especially if the voltage exceeds 12 volts.

Never plug the FLA into a diagnostic port that has a vehicle voltage above
26 volts

When plugging in the FLA to a vehicle, ensure the voltage of the diagnostic port does not
exceed 26 volts. If in doubt, a multi-meter can be used to verify voltage
Do not remove power from the FLA without first shutting down

Unless specifically instructed to do so by a troubleshooting guide, avoid removing power to the
FLA without first shutting down. Use the securing screws of the cables to secure all cables
against accidental disconnection.

Do not expose the FLA to water

The FLA is NOT waterproof, even powered off. Avoid dropping the unit in puddles, or exposing
the device to rainfall. Take care to ensure a dry environment is available before operating the
FLA. If the unit is exposed to water, even when powered off, the water can damage the unit,
and potentially any data stored on the unit. If exposed to water, immediately power the unit
off and contact Synercon Support for instructions.

Do not expose to excess heat or cold

Do not expose the FLA to temperatures exceeding 50C (122F), or below 0C (-32F).
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17

Synercon Training

Synercon Technologies provides classes to train users in the proper use of Synercon Prod-
ucts in investigating vehicles. For more information about classes, please contact jeremy®
Synercontechnologies. com.

18

Contact Synercon Technologies

Sales

If you need to extend an extending an FLA subscription, or are interested in purchasing addi-
tional FLAs, or SSSs, please contact our sales department at email{sales@synercontechnologies.com}

Support

While we strive to provide the highest quality products, if you have an issue with our products

and need to contact us, please send an email to \email{support@synercontechnologies.com}.

When requesting support, please include the following:

1) the product (i.e. FLA, or SSS)

2) the serial number (it is printed on the bottom of all Synercon Products)

3) A detailed explanation of the issue

4) Any steps you have already taken to solve the issue

5) [optional] any screen shots, or pictures if you believe they will help us understand the
problem.

We will attempt to respond to you as quickly as possible.
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